
SOLUTION OVERVIEW

Business Challenge
Organizations depend on the joint integration of Tenable and Chronicle to 
harness security data to detect and respond quickly to threats. It is essential 
for security leaders to have full security context when making decisions by 
integrating critical vulnerability intelligence into their security telemetry 
platform. Security leaders are at risk of weak incident investigations and 
incomplete security context when they take the right remediation actions to 
protect their organization.

Solution
The integration combines Tenable’s Cyber Exposure insights with Chronicle’s 
security telemetry platform to have visibility into all assets across the 
modern attack surface, operationalize vulnerability data and enhance SOC 
processes with new context information in a single analytics platform. 
Together, the combined solution enables joint customers to sync 
vulnerability information, prioritize vulnerability remediation based on actual 
risk and have confidence to take action and respond quickly with proper 
context.

Value
The Chronicle integration for Tenable provides the ability to:

• Discover additional hosts that were previously unknown to Chronicle

• Gather up to date vulnerability data during investigations

• Enrich existing events with vulnerability context information

• Automate a closed-loop remediation process with vulnerability
assessment and prioritization

• Improve remediation decision making with a comprehensive
dashboard

Tenable for Chronicle
Enhance Security Insights with Vulnerability Context

Technology 
Components

• Tenable.io

• Chronicle

Key Benefits
• Automatically sync Tenable data

into Chronicle Backstory

• Ensure all systems are known

• Enhance SOC processes with new
context information

• Automate Closed-loop remediation

• Improve remediation decision
making with vulnerability insights
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ABOUT TENABLE

Tenable®, Inc. is the Cyber 
Exposure company. Over 30,000 
organizations around the globe 
rely on Tenable to understand and 
reduce cyber risk. As the creator 
of Nessus®, Tenable extended 
its expertise in vulnerabilities to 
deliver the world’s first platform to 
see and secure any digital asset on 
any computing platform. Tenable 
customers include more than 50 
percent of the Fortune 500, more 
than 30 percent of the Global 2000 
and large government agencies. 
Learn more at www.tenable.com.

ABOUT CHRONILE

Chronicle is a global security 
telemetry platform for investigation 
and threat hunting within your 
enterprise network. Chronicle 
makes security analytics instant, 
easy, and cost-effective. Chronicle 
is a specialized, cloud-native 
security analytics system, built on 
the core infrastructure that powers 
Google itself.
Learn more at 
www.chronicle.secuity.com

More Information
You can get the latest apps here:

https://www.tenable.com/products/tenable-io/evaluate
https://go.chronicle.security/contact

For support please contact:
https://www.gochronicle.com/technical-support/
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Features
With this integration you can:

• Sync vulnerability information from Tenable.io

• Prioritize remediation based on the likelihood of a vulnerability being
exploited

• Scan a host during an investigation

• Request a remediation scan during an investigation

• Get the latest vulnerability summary for a host during an investigation

• View a single dashboard with configured vulnerability feeds

The Diagram shows Tenable's vulnerability insights featured in Chronicles dashboard 
to give security teams the full picture to help make remediation decisions




